Internet of Things (IoT) refers to a prospective in which physical objects are used in our daily life are going to be connected to the Internet by appropriate mode of information and communication technologies, but far from traditional desktop environment. The aim of IoT is to create a better world for human beings using a common infrastructure to conjugate everything in our world. This will make us to control of these objects and keep letting us about their state. Enormous number of devises are participating in this technology, therefore, the security challenges play a vital role while adapting IoT. This paper provides an overview of IoT with emphasis on state of art review on operating systems, platforms and application domains. The IoT architecture and security challenges are presented as well.
Smart city [6] that aimed "create a better world for human beings" by optimize use of public resources, increase the quality of services offered to people and decrease the operational costs of the services, where objects around us know what we like, what we want and what we need and act accordingly without explicit instructions [7] . It could simply be said that the concept of IoT is essentially connecting physical objects to the internet with the capability of switching it on and off. These objects includes Nano and micro devices such as smart mobile phones, smart homes, washing machines, tea making devices, headphones wearable devices, lamps and anything that will come to minds. Sreekanth et al in [5] says that by 2020, there will over 26 billion objects connected to each other. This will make a huge network of connected objects (things).
The significant ideas behind this paper are to make a comprehensive and analytical review on the Operating Systems domain as well as Platforms and Applications of IoT.
As a matter of fact, the community doing research around IoT focuses on a single aspect of IoT whether it is operating system, platforms or application domain. Authors believe that there are no critical review done which contain all the above mentioned aspects of IoT, hence makes a gap in this research area. Therefore, the scientific contribution of this paper will help filling the gap by critically reviewing most common operating systems and platforms as well as most popular application domains.
For that, this paper presented in the following structure. In the next section, the literature survey will be presented. The IoT ITU architecture will be followed. This is followed by the IoT Operating Systems, IoT Platforms and IoT Applications.The security challenges of IoT will be followed. The paper ends with a conclusions section.
LITERATURE SURVEY
One of the IoT's capability is making homes and life smarter. IoT provides us a convenience security, comfort, activities of the everyday life. Sick and elderly people can also get benefit from IoT either by having smart home which increases quality of life [8] . Most of the research attention is on how to embed intelligence into the environment using technologies such as RFID, Wi-Fi, cellular networks and Bluetooth. Researchers approached to controlling home appliances and devices using remote access and network interoperability using gateways of homes. This was the introduction of using web servers based on PCs using Wi-Fi based systems [9] .
IoT referred to a general term that cover the entire scope to which the Internet and web has spread through the physical realm, in which devices placed are spread and embedded into objects. In order to identify them, enhanced sensing capabilities are used [1] . Tan and Wang in [10] mention that in near future, every physical object will have a unique identification used to interconnect and form IoT. As a result, communications will take a new way from human to human to human and things. Identification of physical objects will be based on RFID and other sensing devices (IoT Enabling Technologies) in IoT environment.
Research studies regarding technology development have advanced qualitatively, specifically in understanding how technologies advanced from public domain to private space of homes. Authors Gaglio and Lo in [11] argue that IoT is the transformation process from cold products to eligible home applications. Based on the architecture and frameworks desirable in IoT environment, for most of IoT technologies, it is required to have governmental, commercial, and individual cooperation and agreements.
The retrieved data from objects could be used to understand both individual and home appliance behavior. One of the most common use of IoT is monitoring and awareness of objects and individuals. Although this is a bright side of IoT for work place managers and parents, Gubbi et al in [12] monitoring and surveillance will increase the tension between parents and their children as well as between employer and employee. Gubbi et al reached this conclusion after monitoring blood glucose level in children when monitored by parents.
IoT is also used in the field of caring elderly individuals in remote monitoring and direct assistance. It is difficult for care givers to monitor for long periods in order to make sure the elder person is safe and the elder person prefers area without surveillance technology. Atzori et al in [13] reviews several aspects of IoT. He reports different paradigm of IoT and several enabling technologies. Zanella et al in [14] focus on urban IoT system. Enabling technologies required in urban IoT system are also discussed in their paper. Al Fuqaha et al in their review paper discusses the latest technologies protocols and applications around IoT era [15] . They found that IoT can automate almost everything in world. They have also reported challenges and issues which pertain to the design and deployment of IoT implementations which they have presented in their review paper. Al -Fuqaha et al used use-cases to show typical protocol integration scenarios for service delivery of IoT. Bhumi and Tushar in [16] studied various IoT platforms. In their study, Bhmui and Tushar found that for IoT solution development, Microsoft Azure and ThingWorxs compared to others are the most favorable platforms and ThingSpeak is mainly used to provide analytics of data and its visualization. Kang et al studied various IoT applications [17] . Debasis et al in [18] reviewed state-of-art IoT applications, challenges and showed the future research area in the application domains of IoT.
IOT ARCHITECTURE
There have been several architectures for IoT systems. Standards regarding architecture have been issued by International Telecommunication Union (ITU), European FP7, Qian Xiaocong, IoT forum, Kun Han, Shurong Liu, Dacheng Zhang, Ying Han and Zhang Jidong's architecture [19] . Based on several review papers which is mentioned in [20, 21] , it is generally divided into six layers which are Collaboration and Processes, Application, Data Abstraction, Data accumulation, Esge Computing, Connectivity and Physical devices and controllers. The architecture mentioned has become a standard for developing IoT architecture and is illustrated in figure 1 . Study around IoT architecture is growing and new models are presented each day with the growth of Internet. There are several development efforts regarding models of IoT architecture such as ITU-IT model, smart grid's NIST model, ARM from EU IoT-A and Machine to Machine from ETSI [21] . FIGURE 1. IoT ITU Architecture Model [22] 3rd
IOT OPERATING SYSTEMS
Using internet infrastructure, several IoT devices have been integrated with various objects through interaction between wireless sensor network and Radio Frequency Identifications (RFID) technology with software. This interaction has been available by having an operating system running behind. Each IoT device will be a useless and a non-functioning device without operating system. Hahm et al in [23] have studied several IoT operating systems for low-end devices. In a survey conducted by Eclipse IoT working group, IEEE IoT and Agile IoT, it was found that 73.1% of people who has devices on IoT use Linux Operating system and second most popular OS was freeRTOS [24] . Several different operating system have been listed in Table 1 . Both RIOT and Linux support C and C++ language and fully support multi-threading. Android OS different from others support Java language. Minimum RAM and Min ROM criteria also been used in listing below IoT operating systems. 
IOT PLATFORMS
IoT applications can be built using IoT platforms which support general information system functionalities. These functionalities are application independent. Castro et al in [25] analyze several machine to machine (M2M) platforms using inaugural approach. Several different platforms are listed in Table 2 according to several criteria such as scalability, availability, security and privacy provisioning and number of device supported. Axeda and IBM, Azure, and ThingWorx can be seen that they are most popular platforms based on the criteria mentioned. Nimbits and ThingSpeak do not have the ability to support more than a million devices. • Basic data of patient will be stored in server for comparison.
•RFID, Internet, mobile network, camera, microphones and other equipment.
• Provides options for both Internet and mobile network.
• Convenient to users. 
IOT APPLICATIONS
According to a survey conducted by Internet of Things European Research Cluster (IERC) [26] , the IoT applications can be categorized into twelve different application domains such as Transportation, smart city, smart home, agriculture, communication, health, supply chain and logistics, environment and energy, utilities, wearables, smart industry and manufacturing, and smart grids. Table 3 lists some of the application domains including their technology and strength points/benefits as well as their weaknesses if applicable. Most of the application's technology is Radio Frequency Identifier RFID plus sensors. Using these two technologies data are sensed, collected and transmitted to the control center.
SECURITY CHALLENGES OF IOT
There have been different challenges and vulnerabilities around IoT environment and this is due to the connectivity with the Internet and as it is obvious the main issue of Internet is its security.
One of the challenges facing IoT is Denial of Service (DoS) attacks. When devices get IP addresses and contribute in a pool of things, they may recruit to a platform as Network bots, hence can be used for sending massive amount of traffic which is known as distributed attacks. Yan in [27] reports that attackers use DoS to hijack sensors, cameras, printers and routers which are not secured and using them to attack third parties. Identifying and controlling botnets are difficult and challenging.
Another challenge which makes a great concern in IoT, is Eavesdropping which passively attacking networks and retrieving data from the information flow though communication channels such as wired and wireless networks. Data is shared among devices in IoT environment hence the shared information could take a slippery slope. It is more important to focus on caution than data ownership in IoT environment, says Tan and Wang in [10] .
Securing Sensors physically is another issue in IoT devices [28] . Physical attacks can make sensors permanently inoperable or physically destroyed. An attacker could penetrate into a house installed with sensors. The attacker will use signal detection device to find place of sensors and then steal, disable or destroy it.
Al-Hamami and Al-Hakeem in [29] have addressed seven issues that related to increase the level of IoT security, these are End-to-End Security Mechanisms, End-toEnd Data Encryption, Access and Authorization Control, Activity Auditing, Hardened Cloud Infrastructure, Equal Protection across Multiple protocols and users security and privacy education.
CONCLUSION
The followings are some points derived from the comprehensive and analytical review on IoT's Operating Systems, Platforms and Applications: a. Although the studies around IoT architecture is growing and new models are presented each day with the growth of Internet. But the ITU-IT model that issued by International Telecommunication Union (ITU) still is the standard. b. There should be aware towards the suitable programming language that use to developing IoT operating system. Nowadays, most of IoT Operating Systems are fully supporting multi-threading, and most of people who have devices on IoT use Linux Operating System and most second popular OS was freeRTOS then Android, both RTOS and Linux support C and C++ languages while Android OS support Java language. c. The scalability, availability, security and privacy provisioning and number of devices supported are the main criteria that should take into consideration when developing a new IoT platform or when enhancing any existing one. d. Set of supporting technologies such as RFIDs, sensor/ actuators, etc. are the main technologies which are used to develop applications. e. The traditional security services are not directly applied on IoT due to the devices running on different platforms and uses different protocols to communicate, especially when the wireless or wire system need to communicate with other devices without human. There is a need for a new framework to apply the security services on IoT environment. f. Biometric sensors can be used instead of RFID sensors to add a level of personality-authentication for Certification Authority. Also the cryptographic techniques can be used to add a level of confidentiality for the implemented security services. g. The comprehensive and analytical review in this paper opens the door for researchers as a future works to implement or improving many Operating Systems, Frameworks or Applications which deals with security threats in IoT environment.
